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The Pitfalls of Electronic Discovery:
What You Don’'t Know Can Hurt You

Christopher C. Ross, Esq.!

Computers are everywhere - they are in our homes, in our cars and in our law offices. The
bus ness community haslong beenmovingtoward thefabled paperl ess society, but while industry continues
to generate volumes of paper — paper now represents the outcome of a digital process that includes
magnetic media, routers, meta-data, e-mail, cyberspace and more.? Too few lawyers, unfortunaely, take
the time to keep abreast of the latest trends and tools of the digital frontier. Attorneyswho could once
margindize this“ digitd divide’” must now face the effects of recent amendmentsto the Federal Rulesof Civil
Procedure that extend discovery to indude dectronic forms of data® Failing to understand the subtle
nuances of dectronic discovery can be detrimentd to the unwary attorney.

The Expanding Scope of Discovery

Electronic discovery is a category of information gathering made possible by amendments to the
Federal Rules of Civil Procedure in 1983, 1993 and 2000.* The Federd Rules, as amended, force
attorneys to discuss and implement the most efficient and economical means of conducting discovery while
investing judges withthe authority to see that discovery is conducted fairly and openly. Mandatory initia
disclosure, perhaps the most drameatic change to the Federal Rules, compel s disclosure whether or not the
opposing party hasrequested the materids inquestion. Parties may obtain materids regarding any matter
thet is rdevant to the daim or defense of any party to the action. Attorneys who file discovery requests

must work both with the judge and with opposing counsel to establish redistic discovery gods and an
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implementation plan. Fallure to comply with these discovery obligations, whether by accident or design,
may result in harsh sanctions.®
When a Document Is Not a Document - Formulating Electronic Discovery Requests

Electronic discovery involves amulti-sep andyss for both the attorney requesting discovery and
for the attorney who must respond. At the onset of litigationattorneys of both parties should consult with
those specidists who understand the scope and types of dectronic data maintained by either party.®
Decisons made a this stage will influence the success of future discovery.

Computer files are often searched by use of dates and key words dlowing an attorney to tailor a
discovery request that focuses on records that contain key words and phrases pertaining to specified
individudls or subjects created during a fixed period of time.” When forming a discovery srategy it is
important to understand the types of eectronic datathat typically exist in a computer system.2 The four
most important types of data to be aware of for these purposes are: active data, replicant data, resdua
data and meta-data.’

“Active data’ isdatathat is current and readily accessible from the computers of the key actorsin
acase (i.e, managers, employess, etc.). Thisdataisfound in the typica locations that one would expect
to find electronic data such as e-mail messages, word processingfilesand database records.® Active data,
consequently, isthe easiest type of datato retrieve.

“Replicant data’ is data that exigsas digital archives and automatic backups routingly performed
while userscreate, edit or modify dectronic documents. Replicant data will often congst of file fragments

or multiple and time-lgpsed versions of computer files'* The importance of this type of data liesin the
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ability to demongtrate the thought process that went into the development of the document from first draft
to findization.

“Resdud data’ isdatathat has been deleted or otherwise purged from a computer. A computer
file does not disgppear upon the pressing of the delete command key. The action of ddleting afile merdy
dlowsthe computer to write over the physica spacethat aparticular file occupies. A computer expert can
recongtruct the filetoits origina integrity until new data are written over the space containing the deleted
file Anattorney attempting to retrieve residua data should hire specialists, such as datarecovery experts,
to perform this task.*?

“Meta-data’ is data that is automatically added to eectronic documents to facilitate greater
accessi bility within computer systems. Examples of meta-datainclude information about when adocument
was created, modified, copied or deleted; the path that ane-mail traveled as it moved between computers
to reach its destination; and the list of websites or files that an employee may have accessed during work
hours. Meta-datais often invisble and may not beincluded in hard copy versons of €ectronic documents
unless spedificaly requested.’® Examination of meta-data can uncover tampering and spoliation by
reveding when a document has been accessed and by whom.'* Absence of certain meta-data can
demongtrate that a party has deleted files, logs or other data that should exist in the norma course of
operating acomputer system.

The Costs of Electronic Discovery

The Federd Rules of Civil Procedure encourage judgesto gpply a proportiondity andyssto limit

discovery abuse, redundancies and overdl litigation costs.  Judges often participate in pretrid discovery

planning conferences to minimize the costs and burden of discovery.™ As discovery costs continue to
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escalate, judges must face the chdlenge of deciding not just the scope of discovery but also how to dlocate
the costs and burdens of extensive dectronic discovery requests.’® Judges have begunto employ creztive
measures such as gppointing neutral computer experts to carry out court ordered discovery protocols and
dividing discovery costs between the severd partiesto a suit.”

Companies retain more information than ever before now that volumes of documents can be
recorded on eectronic media. A singleeght-millimeter computer backup tape can store more than 1,500
boxes of paper documents.  Sorting through these piles of tapes and computer logs can be time consuming
and codtly. Requesting documentsin eectronic form rather thanin thetraditiond paper form reducesthese
cogs sgnificantly. Such requests carry additional benefitsin that parties can produce 500,000 pages of
e-mall, network logs and word processing files much easier in eectronic form than by the truckload in
paper form. Parties can also search eectronic media through the use
of keywords in ways that would be impossible with traditional discovery methods®

Electronic mal (e-mail) is one of the most popular forms of communication in the businessworld.
E-mail isthe technologica equivdent of firg classmall inthat e-mail may contain messages, notes and other
attached files transmitted with the message. E-mail potentialy represents a rich source for eectronic
discovery because usersof email tend to communicate informaly and candidly, thus dlowing aninjection
of personal mativations and opinions that can serve asthe proverbia “smoking gun” ina case based largdy
on circumgtantial evidence™

A crucid step to commencing dectronic discovery is the preservation of relevant data. Many
operators of computer networks have established data retention policies to routingly purge archiva data

and backup logs on a scheduled basis. 1n addition to requesting a copy of an opposing party’ s retention
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policy, counsdl should request that rdlevant informationbe preserved and secured for possible discovery. 2
Attorneys should not rely onthe opposing party to discernwhat datato preserve and protect fromperiodic
purging but rather should identify word processing documents, databases, spreadsheets, email, voicemall,
system records and logs, downloaded disk copies of files, Internet usage logs and any other data or
systems that may contain information relevant to pending litigation and discovery requests.

Courts are increasingly directing attorneys to conduct on-site ingpection of documents to reduce
the burden on the opposing party to produce voluminous archives of data. In the redm of eectronic
discovery atorneys should employ computer specidistsor should request court gppointment of specidists
to direct data retrievd efforts. Experts can safeguard against damage to the information sought and can
protect the trade secrets and confidentia data of the party granting access to sensitive eectronic systems?
Enough Is Enough - How to Reply to Electronic Discovery Requests

A party responding to anelectronic discovery request has the same defenses as those gpplicable
to traditiond discovery. A reasonable discovery request must be rdevant and must not place an undue
burdenor expense onthe producing party. Discovery may not apply to matters protected by the privileges
of confidentid attorney-client discussions or attorney work product. Responding parties should seek
protective ordersto protect trade secrets and other confidentia materids. Confidentid datamay bedifficult
to protect if the dient has a poorly managed computer sysem. Attorneys, therefore, must advise their
clients about the perils of dectronic discovery. Clients who maintain computer systems should establish
uniformprotocols governing the use and functions of each systeminduding how to respond to litigationand
discovery requests. Clientsshould implement eectronic dataretentionpolicies to dlow for the systemétic

review, retention and destruction of documentsreceived or created in the course of business. As part of
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this review the client should categorize and keep separate officia business records, routine business
records, privileged material and trade secrets. Clientswho haveworkplace e-mail and Internet capabilities
should aso devise and implement employee usage policies. The establishment of clear policies governing
the use of company computers and resources can aid clients in the task of monitoring the conduct of
subordinates and can place clientsin a better position to respond to discovery requests.

Clients risk inadvertently waiving privileges through accidenta disclosure unless confidentid and
privileged mattersaretreated separately and withgreater care thanroutine businessactivities. Thefirst step
to address confidentidity and privilege in communicationsis to treat e-mail correspondence withthe same
care afforded to letter, fax and telephone correspondence. Confidential e-mail correspondence should be
labeled as such and should include additiona |abels or disclaimersasare necessary.?? Similarly, dataand
correspondence lacking privileged status should not be labeled or treated as such, thus establishing aclear
line betweenwhat is subject to discovery and what must be protected fromdiscovery.?® Security measures
such as digitd encryption, firewdl protection and the abgtention from transmitting senstive data across
wireless networks will help to ensure that privileged communications and stored data remain confidential
and protected.

Correspondence by e-mail creates additional consderations as ethica rules prohibit disclosure of
privileged dient information by an atorney. The AmericanBar Associationformaly recognizes e-mail as
confidential correspondence so0 long as the attorney and client possess a reasonable expectation of
privacy.?* The ABA recommendsthat attorneys consider additional security measures, discuss the use of
e-mail withcdlientsand refrain fromtransmitting highly sensitiveinformationviae-mail. Many statebarshave

issued opinions Smilar to that of the ABA.%®
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Covering Your Bases- Other Consderations

Many other technology issues exist that may merit consderationdepending on the circumstances
of a particular case. Once litigation moves beyond discovery and into the actud courtroom a myriad of
evidentiary problems potentidly arises?® Where the federa government is a party to litigation, opposing
parties may use the Freedom of Information Act to obtain records in eectronic rather than traditiona
formats. Parties may encounter privacy issueswherelitigationinvolves employer monitoring of employee
emal and Internet use, paticularly when the employer has not established a clear policy regulating
employee use of company resources. The Electronic Communications Privacy Act often appliesincases
involving eavesdropping or wiretgpping. 1n casesinvolving contract disputesor identity issuesthe Uniform
Electronic Transactions Act may be persuasive authority. The Computer Fraud and Abuse Act may apply
in cases where rouge employees or hackers break into dient computer syslems. Lagtly, an expanding
sphere of intelectud property laws, including the Anticybersquatting Consumer Protection Act, apply to
protect client webgites and the data maintained therein from cyberpiracy and infringement.

In conclusion, the digita age has expanded the scope and realm of the business community. New
advances intechnology continue to pervade the modernworkpl ace faster than lawmakers can promulgate
new laws to address the ever expanding sphere of cyberspacelaw. As eectronic discovery continues to
grow and develop more attorneys will face technologicd chdlenges. Clients want the benefits of
cyberspace and expect thar attorneys to keep them clear of the perils and pitfdls of poorly concelved
business rules and computer policies that can lead to costly litigation. Electronic discovery has become

more than adistant possibility — it has set a new standard for competent legal practice.
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Endnotes

1. Christopher C. Ross is a staff attorney with the Fair Housing Law Clinic associated with the Cleveland-Marshall
College of Law at Cleveland State University. Christopher is also employed with The Housing Advocates, Inc. and is
an associate attorney with Kramer & Associates, LPA in Cleveland, Ohio. The author wishes to thank Jonathan D.
Byrne, Jeffery Dillman, Tamara Stanford, Agnes Stucke and Tom Deep for editorial assistance. The author would like
to extend special thanksto Edward G. Kramer for providing the opportunity to make this article areality.

2. This article endeavorsto explain few of the technical terms that are peppered throughout. Those who have only a
faint idea of how computer networks or Internet connectionsfunction should consult some supplemental reading. See
ACLU v.Reno, 929F. Supp. 824 (E.D. Pa1996), aff'd 521 U.S. 844 (1997) (this District Court decision regarding the 1996
CommunicationsDecency Act provides athorough fact finding regarding the devel opment, nature and use of e-mail and
the Internet.). See also Nicholas A. Barone, Computer Discovery, SGO07 ALI-ABA 539 (July 12-13, 2001); Christopher
C. Miller, Note, For Your Eyes Only? The Real Consequences of Unencrypted E-mail in Attorney-Client
Communication, 80 B.U.L. Rev. 613 (April, 2000); and Frank C. Morris, Jr., The Electronic Platform and Employer
Privacy and Other Risk Management Concernsin the New Millennium, SG016 ALI-ABA 1197 (July 26-28, 2001).

3. An example of an interrogatory definition of “electronic data” follows:

When used in this request, the term “electronic data” means the original (or identical duplicate when
the original is not available), and any non-identical copies (whether non-identical because of notes
made on copies or attached comments, annotations, marks, transmission notations, or highlighting
of any kind) of writings of every kind and description whether inscribed by mechanical, facsimile,
electronic, magnetic, digital, or other means. Electronic data includes by way of example only,
computer programs (whether private, commercial or work-in-progress), programming notes or
instructions, activity listings of electronic mail receipts and/or transmittals, output resulting from the
use of any software program, including word processing documents, spreadsheets, database files,
charts, graphs and outlines, electronic mail, operating systems, source code of al types, peripheral
drivers, PIF files, batch files, ASCII files, and any and all miscellaneous files and/or file fragments,
regardless of the media on which they reside and regardless of whether said electronic data consists
in any activefile, deleted file or file fragment. Electronic data includes any and all items stored on
computer memories, hard disks, floppy disks, CD-ROMs, removable media such as Bernoulli Boxes
and their equival ent, magnetic tapes of all types, microfiche, punched cards, punched tape, computer
chips, including, but not limited to EPROM, PROM, RAM and ROM, on or in any other vehicle for
digital data storage and/or transmittal. The term electronic data also includes the file, folder tabs
and/or containers and labels appended to, or associated with,any physical storage device associated
with each original and/or copy.

Barone, supra note 2.

4. SeeJohn L. Carroll, Discovery Disputes and Electronic Media, SG045 ALI-ABA 421 (August 23-24,2001) (this article
explainsin detail the various Federal Rules changes affecting electronic discovery).

5. InLinnenv. A. H. Robins Co., 10 Mass. L. Rptr. 189 (Mass. Super. 1999) the plaintiff requested e-mail records and
backup tapes from the defendant. Based on consultation with the client, counsel reported that defendant did not
maintain e-mail messages for that time period. Months later defendant revealed that it did, in fact, have thousands of
backup tapes. Inimposing sanctions the court ordered that defendant must restore and produce thetapes at a cost of
$120,000. The court, additionally, compelled the defendant to pay the costs and fees of the discovery motion.

6. Dueto their involvement in planning and implementing data storage policies and procedures, managers and system
administrators are good initial sources for discovering this type of information.
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7. An attorney requesting discovery may also wish to clarify, in detail, the definition of the data that is being sought.
When an attorney seeks documents contained in an opposing party’s computer systemthe attorney seeking discovery
should specify that “computer system” includes: storage media such as hard drives, floppy disks, compact discs,and
backup devices; workstations including laptop computers; PDAs (personal data assistants) such as Palm Pilots and
handheld computing devices; network, internet, and mainframe servers and devices; and even the home computers of
relevant employees who telecommute or who routinely take work home.

8. For further discussion on how to effectively formulate electronic discovery strategies and techniques see Barone,
supra note 2; Carey Sirota Meyer & Kari L. Wraspir, E-Discovery: Preparing Clients For (And Protecting Them
Against) Discovery in the Electronic Information Age, 26 Wm. Mitchell L. Rev. 939 (2000); Christopher D. Payne,
Discovery of Electronic Evidence, 1Ann.2001 ATLA-CLE 441 (July, 2001); Jacob P. Hart & Anne Marie Plum, Litigating
TheProduction of Electronic Media: “ Disk-covery” Issuesforthe 21st Century, SGOO7 ALI-ABA 169(July 12-13, 2001);
and Debra S. Katz & Alan R. Kabat, Electronic Discovery in Employment Discrimination Cases: As Employers Step
More Boldly into the Computer Age, Plaintiff Lawyers must Embolden Themselves to Conduct More Sophisticated
Discovery, 34-DEC Trial 28 (December, 1998). & Katz & Kabat, infra note 8.

9. For further discussion on the types of electronic datasee Meyer & Wraspir, supra note 8.

10. No special skills or tools should be needed to access active data. A quick search of computer system storage
locations (i.e., the hard drive or network server) would show the active datathat is currently accessible.

11. Most word processing programs continually create automatic back-up copies (also described as“file clones”) while
the computer user is creating, editing or otherwise working with the computer file. The purpose of such aprocessisto
guard against loss of data should a catastrophic event, such as a power failure, cause the active document to be lost.
Other types of file clones may be created by computer networks when the activefileis e-mailed or sent to a network
printer. Residual copies of any one document may reside on multiple computers, network servers and may even remain
in the memory buffer of network printerslong after the active file has been completed, archived and deleted from the
original computer.

12. In Gates Rubber Co. v. Bando Chem. Indus., 167 F.R.D. 90 (D. Colo. 1996), the court imposed sanctions when one
party used the commercially available “Norton’s Unerase” programin an attempt to retrieverequested residual data. The
processof installing the programoverwrote 7to 8 percent of the hard drive, thus permanently destroying data that was
potentially subject to discovery. See also note 18, infra.

13. At least one court has ordered that printed versions of electronic documents must include all significant material
contained in the electronic form to ensure the completeness of the evidentiary data. See Armstrong v. Executive Office
of the President, 1 F.3d 1274 (D.C. Cir. 1993).

14. “Spoliation” refers to the destruction or material alteration of evidence or to the failure to preserve property for
another's useas evidencein pending or reasonably foreseeable litigation. See Silvestri v. General M otors Corp., 271 F.3d
583 (4th Cir. 2001).

15. Several factors contribute to the rising cost of discovery: first companies retain greater quantities of data
electronically thaninthe dayswhen datawas primarily retained on paper; second many companies do not have effective
dataretention policies and consequently retain vast amounts of datathat become increasingly costly to search through;
third even when companies have effective data retention policies many computer networks retain files and data in
multiple and residual forms thus subjecting the partiesto costly dataretrieval; and fourth the Federal Rules compound
the abovefactors by allowing virtually limitlessdiscovery. See Corinne L. Giacobbe, Note, Allocating Discovery Costs
in the Computer Age: Deciding Who Should Bear The Costs of Discovery of Electronically Stored Data, 57 Wash. &
LeeL. Rev. 257 (2000) (this note reviews the above factors and explores the manner in which the federal judiciary has
addressed these problems).
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16. The producing party generally bears the cost of responding to a discovery request. In In re Brand Names
Prescription Drugs Antitrust Litigation, 1995 WL 360526; 1995 U.S. Dist. LEXIS 8281 (N.D. Ill. June 15, 1995) the court
ordered the producing party to pay the costs of producing approximately 30 million pages of information at a cost of
$50,000-$70,000 becausethe court reasoned that the requesting party should not be forced to bear a burden caused by
the producing party’s choice of datastorage. Other courts have allocated these discovery costsin differing ways. See
Giacobbe, supra note 15.

17. In Playboy Enterprises, Inc. v. Terri Welles, Inc., 60 F. Supp. 2d 1050 (S.D. Cal 1999) the plaintiff requested access
to the defendant’ s personal computer for the purposes of reconstructing certain e-mail messages that the defendant
admitted to having deleted. The court granted the access to the defendant’s hard drive through a court appointed
computer expert and adetailed protocol designed to protectthedefendantfrominvasion of privateand privileged matters
while allowing the plaintiff access to material that was rightfully subject to plaintiff’s discovery requests.

18. Plaintiff attorneysin therecent Fen-Phen litigation used computer programs to sort through and locate documents
helpful to their side. See “News and Trends”, 37-OCT Trial 12 at *105 (Oct. 2001) (providing a description of one
electronic discovery software tool). Seealso Payne, supra at note 8 (providing website addresses for various electronic
data services).

19. The court in Strauss v. Microsoft Corp., 814 F. Supp. 1186 (S.D.N.Y 1993) relied on aseries of e-mail messages along
with other evidenceto reject the employer’ smotionforsummary judgment. Another court found that an employee stated
a claim for hostile work environment where she alleged that another employee used his work computer to access
pornographic material and brought the images to her attention in an attempt to €licit a reaction. Coniglio v. City of
Berwyn 1999 WL 1212190, 1999 U.S. Dist. LEX1S 19426 (N.D. Ill. Dec. 16, 1999). In 1995, Chevron Corporation paid $2.2
million to settle a sexual harassment chargethat it permitted its e-mail systemto be used to distribute sexually offensive
messages including one titled “25 Reasons Why Beer Is Better Than Women.” See Morris, supra note 2. Another
company settled asexual discrimination suit for $250,000 when an e-mail sent fromthe president to the head of personnel
stating “ Get rid of that tight-assed bitch” was discovered by the plaintiff. Seeid.

20. Clients may routinely destroy old data through a data retention policy so long as the policy is tailored to meet
specific needs related to legitimate business objectives and not merely to thwart current or future litigation. Clients
should be careful in deciding how to dispose of old data. InDanisv. USN Communicationsinc., 2000 W L 1694325, 2000
U.S. Dist. LEXIS 16900 (N.D. Ill. Oct. 23, 2000) the court fined the defendant $10,000 and instructed the jury that
defendant had failed to produce key documents; documents that had been destroyed as aresult that the defendant had
delegated the task of data preservation to an inexperienced in-housecounsel. Another court issued a$1 million sanction
against Prudential InsuranceCo.forimproperly destroying electronic datanecessary forthe establishment of aplaintiff’s
claims. In re Prudential Ins. Co. Sales Practices Litigation, 169 F.R.D. 598 (D.N.J. 1997). In Proctor & Gamble Co. V.
Haugen, 179F.R.D. 622 (D. Utah 1998) the court issued discovery sanctions of $10,000 against defendant for discarding
e-mail messages of employees identified during discovery who possessed knowledge relevant to the litigation.

21. For adiscussion about the nature and type of specialized data recovery expertssee Payne, supra note 8. See also
note 17 supra.

22. An example of an e-mail disclaimer follows:

THEINFORMATION CONTAINED INTHISE-MAILCOMMUNICATION ISINTENDED ONLY FOR
THE PERSONAL AND CONFIDENTIAL USE OF THEDESIGNATED RECIPIENT NAMED ABOVE.
This message may be an Attorney-Client communication,and as such is privileged and confidential .
If the reader of this message is not the intended recipient, you are hereby notified that you have
received this communication in error, and that any review, dissemination, distribution,or copying of
the message is strictly prohibited. If you have received this transmission in error, please notify us
immediately by telephone and/or reply email.
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Brett R. Harris, Counseling Clients Over the Internet, 18 No. 8 Computer & Internet Law 4 (August, 2001).

23. Documents and dataproperly categorized by parties as “highly confidential” may be subject to a protective order.
See Quotron Sys., Inc. v. Automatic Data Processing, Inc., 141 F.R.D. 37 (S.D.N.Y. 1992).

24. See ABA Comm. on Ethics and Professional Responsibility, Formal Op. 413 (1999).
25. See Harris, supra note 22 (for a state by state comparison of ethical opinions); and Miller, supra note 2.

26. lssues such as the best evidence rule, authentication of evidence and hearsay could render certain electronic
documents inadmissible at trial. This should not deter the Attorney requesting electronic discovery because many
documents are relevant and discoverable notwithstanding their potential for admissibility at trial. SeeMark D. Robins,
Computers and the Discovery of Evidence - A New Dimension to Civil Procedure, 17 J. Marshall J. Computer & Info.
L. 411 (winter 1999).
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